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(9e8.1fd@): Access violation - code ceeeeess (first chance)
e exceptions e reported before any exception handling.
tion may be expected and handled.
87554ec ebx=00080001 ec eeeeded edx=Fff c £51=10060848 edi-086030802
88062 esp=08755498 87554a4 iopl=0 nv up ei pl na po
s5=082b ds=882b es=802b fs=8853 gs=002b ef1-00818
wwlib!D11GetClassObject+@x57cf7:
69288002 66894c5604 mov word ptr [esi+edx®2+4],cx ds:882b:19958844=2?
a:808> kv
# ChildEBP RetAddr Args to Child
WARNING: Stack unwind information not available. Following frames may be wrong.
887554a4 69e79467 08755538 20000001 ©07554ec wwlib!DllGetClassObject+8x57cf7
88757938 69277713 6a7e517d 83a0e398 0005d400 wwlib!DllGetClassObject+8x4915¢
88757d44 baede9dc 68080888 15a31128 wwlib!DllGetClassObject+8x474e8
88757194 6: 83aBe394 @87 14 80759cc8 wwlib!WordMailRea JordMailReactUser: :PUserInstanc
88757fe@ 6aBaab74 49820000 00000002 15fad7b@ wwlib!WordMailReact::WordMailReactUser::PUserInstance
88759730 69b78139 04012600 20030008 00000002 wwlib!DllGetClassObject+8x27
86 @8759a68 69b6dead oeeesese fTfffff oeepesee wwlib!FMain+8x222beg
27 88750ae8 opoeeeee fffffff 00008000 wwlib!FMain+8x218878
} 8@75dec i 84812800 60000008 00008002 wwlib!FMain+8x1fd4f7
88754180 I 84812000 20000080 880008802 wwlib!FMain+@xlfaafc
8875e2a4 69 60 686600000 0P00EE08 PO0PE082 wwlib! in+8x41494c
@e75f4be 1 6b4%6714 C 9fc173e7 wwlib!FM;
8875564 6cf128: 8875f584 15d3fe ©3a6b828 mso%98win32client+8x1
F508 6cf1281a 88931790 160c7d48 160e8af@ mso98win32client+Ox1:
3 787aeef3 168c7d36 000008080 mso28win32client+8x1
To2IhF11 |/ 2 Or1RfTor 3 D Ov

01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF NIz
5C 72 74 66 31 7B OA 7B 5C €6 €F 6E 74 74 €2 ({\rtfl{.|{\fonttb
7B 5C 30 41 3B 7D OA 7B 5C 66 31 41 3B 7D 1{\fOA;}.T\LIE:;T
7B 5C 32 41 3B 7D OA 7B 5C 66 33 41 3B 7D .{\f£2A:}.{\£32;}
7B 5C €€ 34 41 3B 7D OA 7B 5C €€ 35 41 3B 7D .{\f4A;}.{\£5A;}
7B 5C €€ 36 41 3B 7D OA 7B SC 66 37 41 3B 7D .{\£f6A;}.(\E7A:}
7B 5C €€ 38 41 3B 7D OA 7B S5C 6€ 39 41 3B 7D .{\£8A;}.{\f9A;}
7B 5C 66 31 30 41 3B 7D OA 7B 5C 66 31 31 41 .{\flO0A:}.{\flla
7D OA 7B 5C 66 31 32 41 3B 7D OA 7B 5C 66 31 ;}.{\f1l2A;}.{\fl
41 3B 7D OA 7B 5C 66 31 34 41 3B 7D OA 7B 5C 3A;}.{\£f14A;}.{\
1 35 41 3B 7D OA 7B 5C 66 31 36 41 3B 7D OA f1S5A;}.{\fl6€A:}.
5C €6 31 37 41 3B 7D OA 7B 5C 66 31 38 41 3B {\f1l7A:}.{\f18A;
A 7B 5C 41 3B 7D OA 7B 5C 66 32 }.{\£19A;}.{\£20
B 7D OA 2 31 41 3B 7D OA 7B 5C 66 }. §\£21R8;}.{\£f
2 41 3B 5C 66 32 33 41 3B 7D OA 7B
5 32 34 7 A 7B 5C 66 32 35 41 3B 7D \f24A;}.{\£25A;}
7B SC €6 7D OA 7B 5C 66 32 37 41 .{\f26A;}.{\f27a
7D OA 8 41 3B 7D OA 7B 5C 66 32 ;}.{\f28A;:}.{\f2
41 3B 7D 66 33 30 41 7 A 7B 5C 9A;}.{\f30A;}.{\
3 31 4 7B 5C 66 33 32 41 3B 7D OA f£31A:}.{\£32A:}.

Hep” \f” FEABT HZ font id, LEKRGwWT

5 @fbfoe MOVSX ecx, word ptr
8fbf5602 edx, word ptr [esi+2]
8d1451 lea edx, [ecx+edx*2]

668be8 mov cx, word ptr [eax]
66894c5684 mov word ptr [esi+edx®*2+4], cx

it movsx #6A1E B font id, movsx AW A5 Y B ML RIS, By
fE, SERNEAFEK, YHEKEF 0x8000 UG, edx WE 4 FH WY
& OxFEff
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#,

i

8:808> g
Breakpoint 1 hit
eax= 86b24dfc ebx-00080081 ecx=08887ff7 edx=ffffffff esi-1b26d488 edi-eBee7ffa
e87ff8 esp=08b84dad ebp=-08b84db4 iopl-=6 nv up ei pl nz na pe nc
923 s5=002b ds=802b es=002b fs=0053 efl-0€0008206
wwlib!D1llGetClassObject+@x57ced:
MOVSX

g5-802b

B

edx,word ptr [esi+2] ds:eez2b:1b2edag2-7ff8
Bb8Adfc ebx-00000001 ecx-00BOT7ff7 edx-00007ff8 esi-1b28d488 edi-BeBB7ff2
eip=69e87ffc esp-88b84da® ebp-eebsadb4 iopl-=0 nv up ei pl nz na pe nc

Cs5=8023 s55=0882b ds=802b es=082b fs=0853 gs=882b ef1=p8088206

wwlib!D1llGetClassObject+@x57cfl:
69e87ffc

8d1451 lea edx, [ecx+edx*2]
6:0 g
Breakpoint 1 hit
eax=88b84dfc ebx=00800001 ecx=00007ff28 edx=080Bfffe@ esi=1b208d420 edi-06088002
e87ff8 esp=008b84da@ ebp=08b84db4 iopl=0 nv up ei pl nz na pe nc
8023 s5s5=082b ds=882b es=082b fs5=B853 gs=802b efl-08888286
wwlib!D1lGetClassObject+@x57ced:
ff efbfs662 movsX

edx,word ptr [esi+2] ds:882b:1b28d482-8882

e87ffc esp=a@b3 dae eb eb84db4 iopl=8
55=8082b ds=802b s=082b fs=8@53

wwlib!D11GetClassObject+8x S?Cfl
69e87ffc 8d1451 lea

nv up ei pl nz na pe nc

gs=0082b efl-00008206

edx, [ecx+edx*2]

WHRARETUEY, YgEamEhy x7f8 i, &
Bl BUE edx BME R B T 0x00007Fff8,

SR

writing ex4e4 to
edx will become:
" writing exded to
" edx will become:
writing @xded to
edx will become:
writing exded to
* edx will become:
" writing exded to
" edx will become:
" writing @xded to
" edx will become:
" writing Bxded to

mov ?a/\%E )\ﬁfié Yﬁ%

0x1a064190 [Ox1a034Tde+ex17fde*2+4]
ex17fdf (from ex7fef+Ox7ff8*2
8x1a064192 [Oxlae34fde
7fe@ (from Bx
Bx1aB64f04 [Bxla@J4Fdﬁ+0xl?Fe0‘ 2+4]
7fel {%Pom B:?ffl+9h?€{?

(div
(div

(div 3: Bx7ff5)

(div 3: ex7ff5)
2064198 [Ox1a@3 7

Bx17fe3 (from Bx7ff3+0x7ff8*2)

8x1a864f%a [exla@34fde+ex17f

ex17fed4 (from Bx7ff4+0x7ff8

Bx1aB64f9c [Bylaﬁ’4+dﬂ+@xl?¥ed‘2+4]

" edx will become: @x17fe5 (from ex7ff5+Bx7ff8*2)

" writing exded to 8x1a@64f9%e [Ox1a0834fde+8x17fe5*2+4]

" edx will become: 8x17fe6 (from Bx7ff6+Bx7ff8*2)

" writing ox4ed4 to Oxla@64fa® [Oxla@34fde+Ox17fe6*2+4]

" edx will become: @x17fe7 (from ex7ff7+Bx7ff8*2)

" writing Bxded to Bx1a064fa2 [8x1a@34fd8+8x17fe7*2+4]
edx will become: exffff7ffc (from ex7ffa8+exffffaea
writing Bxded to @x1a®24fcc [Oxla@3afde+exfHi7ffc

(div 3: ex7ff6)

(div 3: ex7ffe)
(div 2: ex7ffe)
(div 3: ex7ff7)
(div 3: ex7ff7)

(div 3: ax7ff7)

2+4] (div 3:

@xffifdssa)

BliEBUE edx BUE B T 0xfLEE8002,

FRYUY RN
LA KA 0x8002 HE,
BT —A



Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office LTSC 2021 for 32-bit editions

Microsoft Office LTSC 2021 for 64-bit editions

Microsoft Office LTSC for Mac 2021

Microsoft Office Online Server

Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Microsoft SharePoint Server 2019

Microsoft SharePoint Server Subscription Edition
Microsoft SharePoint Server Subscription Edition
Microsoft Word 2013 RT Service Pack 1

Microsoft

Word 2013 Service Pack 1 (32-bit editions)

Microsoft

Word 2013 Service Pack 1 (64-bit editions)

Microsoft

Word 2016 (32-bit edition)

Microsoft

Word 2016 (64-bit edition)

SharePoint Server Subscription Edition Language Pack
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Product Information

] Office

Office Updates
Updiates are automatically downloaded and nstalled,
Version: 16.0.4229.1011
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Product Platform

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Word 2013 Service Pack 1 (64-bit editions)

Microsaft Ward 2013 RT Service Pack 1

Microsoft Word 2013 Service Pack 1 (32-bit editions)

Microsoft SharePoint Foundation 2013 Service Pack 1

Microsaft Office Web Apps Server 2013 Service Pack 1

Microsoft Word 2016 (32-bit edition}

Microsoft Word 2016 (64-bit edition)

Impact

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Max Severity Article Download
Critical ClicktoRun 2 | Security Update
Critical ClicktoRun 1 | Security Update
Critical 5002316 3 Security Update @
Critical 5002316 (2 Security Update
Critical 5002316 4 Security Update (@
p— 5002347 &3 Security Update [
5002312 &1 Security Update [4
Critical 5002313 & Security Update &
Critical 5002323 1 Security Update (1
Critical 5002323 2 Security Update B

Build Number

https://aka.ms/OfficeSe

httpsy//aka.ms/OfficeS¢

15.0.5529.1000

15.0.5529.1000

15.0.5529.1000

15.0.5529.1000
15.0.5529.1000

15.0.5529.1000

16.0.5383.1000

16.0.5383.1000

Details

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716

CVE-2023-21716
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FIF Office 2013
1. LAEBRBNET regedit exeHF SIMBIL T FIR:

{ " [HKEY_CURRENT_USER\Software\Microsoft\0Office\15.0\Word\Security\FileBlock]"

2. ¥ RtfFiles DWORD {EIZEH 2,

3.4 OpeninProtectedView DWORD {Ei&EH 0,
¥3F Office 2016

1. LIBIRRABAAIEIT regeditexeFF ST FFIT:

[ " [HKEY_CURRENT_USER\Software\Microsoft\0ffice\16.0\Word\Security\FileBlock]"

2. 4% RtfFiles DWORD {Eig&EH 2.

3. ¥ OpeninProtectedView DWORD {&IRE 0,
FIF Office 2019

1. LIS RBMHIET regedit exe FSABILFFIR:

[ " [HKEY_CURRENT_USER\Software\Microsoft\0Office\16.0\Word\Security\FileBlock]"

2. {5 RtfFiles DWORD (&8 &5 2,

3. 5 OpeninProtectedView DWORD {EigE5 0.
FF Office 2021

1. LIEBRRBNIET regedit. exeFFSMABILL FFIR:

" [HKEY_CURRENT_USER\Software\Microsoft\0ffice\16.0\Word\Security\FileBlock]"

2. {5 RtfFiles DWORD {EiZEH 2.

3.5 OpeninProtectedView DWORD {Eig&/ 0,



e

FF Office 2013
1. LIEEBRRBNIEAT regeditexe F SMBILLTFH:

[ " [HKEY_CURRENT_USER\Software\Microsoft\Office\15.8\Word\Security\FileBlock]"
2. %5 Riffiles DWORD {&iZ &4 0.
3. 8 T IESFIPM9i0E DWORD {EiRE 0,
¥F Office 2016
1. ABBRRBNEST regeditexeHSMBIAT T

[ " [HKEY_CURRENT_USER\Software\Microsoft\0Office\16.0\Word\Security\FileBlock]"
2.4 RtfFiles DWORD {232 &5 0,
3.3 OpenlinProtectedView DWORD {EigEH 0,
¥IF Office 2019
1. LABEBEREMIET regeditexe FSMBIATFIR:

[ “ [HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Security\FileBlock]"
2.5 RtfFiles DWORD {238 &5 0.
3. 3% OpeninProtectedView DWORD {&i&E 7 0,
¥F Office 2021
1. IBBREHIET regeditexe H SMBIATFIR:

[ * [HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Security\FileBlock]"

2. ¥ RtfFiles DWORD {&igEH 0,

3. ¥ OpenlnProtectedView DWORD {&i8& 7 0.

M 3%

> MSRC E 7 i &
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